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ABSTRACT

Cloud computing technology plays an important role in the deep learning industry as deep learning services are deployed
frequently on top of cloud infrastructures. In such cloud environment, virtualization technology provides logically independent
and isolated computing space for each tenant. However, recent studies demonstrate that by leveraging vulnerabilities of
virtualization techniques and shared processor architectures in the cloud system, various side-channels can be established
between cloud tenants. In this paper, we propose a novel attack scenario that can steal internal information of deep learning
models by exploiting the Meltdown vulnerability in a multi-tenant system environment. On the basis of our experiment, the
proposed attack method could extract internal information of a TensorFlow deep-learning service with 92.875% accuracy and
1.325kB/s extraction speed.
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; rcx = kernel address, rbx = probe array
Xor rax, rax

retry:

mov al, byte [rcx]

shl rax, Oxc

jz retry

mov rbx, gword [rbx + rax]

Fig. 1. core of Meltdown
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b'0000000000000000"
b'0000000000000000"

b'647618c160cdb95c’ hash3
b'30a09394b67f0000" * key3
b'40e0a30000000000" * value3
b'e5f30ffb3bffsfef’ hash4
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b'e8659394b6710000" * value4

Fig. 2. PyDictEntry in memory
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Table 1. fixed location of Data type classes {_name__': _main_,
data type address(offset) W_bu:iltins_': <module 'builtins' (built-in)>,
. "tensorflow': <module 'tensorflow' from
PyObject_Type O0x636710 ' /home /hoyong/.local/lib/python3.6/site-
packages/tensorflow/__init__.py'>,
PyLong_ Type Oxa3c900 ‘model': <tensorflow.python.keras.engine.
PyBool_Type Oxa3d160 sequential.Sequential object at @x7f4abfceed78>}
FyFloat Type 0Oxa3d300 Fig. 3. global symbol table
PyDict_Type Oxa3ab20
PyUnicode_Type Oxa38440 Fig.3e] A} Alweleld2 223 9442 &
-

3EHA|: victim & HY F&

ZgA W delee] AE AEabr] #aA
< °oldd ArJF ARE] ol AlE
o} gk}, 3.34elA dF3%e] Pythone] A&
ol 8- PyDict Typetle GAuve] Qlavlxz 3%
g5l gavie]e] 2E dolee § G Iy
7] wEell victim® 3 4% wlolHE w1 Frs
of git}.

2eHAlNA =7 FolA] HolES  o]83le
victime] “H%‘EJ ﬂ—r* phys1cal address) &
Erkd 345 283

of victim %9 t‘; do 8 &),

ATHA: victim QIZAMAL CIABA F£=
EgxgA el 348 9 g

A% stefalol et meby QAR (els m)

Table 1> Python 3.5.2 ®EdAe] 7+ 21853
FHrrt 2 vme] gFolr}. o] & Fxste]

PyDict Type ZWNE Oxalab20d| IAX SR

Ao 4% (global symbol)& Zgstx 9l =A
veleleh. Aol Algeleldue] Zgsh: a4

iXH °4%i ofg] JAde § A Audeles 5

Aal & ek dE GAde e 84 3 2l 9
&d&‘% Faol disl BECE $AL Sl &
E adlad 33

malo] QaEla gl dlg xRl WiiellA]
AMESE AlBEe]Bo] EAgiel. 4o A
AlEHo] B-g A A3 22 WA]og QAR
AlgHo] &g EAg

Z32% ndo ?liﬁ_i% Fig.4¢] 34& =t
o] % "network nodes ° A& A7 #oleol A
27t ol e EAEle AS &<l &5 ol o}
2hA o] 8A4F FEEs HloRE 2l F2E Tt
& 4 gl
FS——

‘_layers': [<tensorflow.python.keras.engine.input_layer.InputLayer
lobject at @x7f5b7e6d5160>, <tensorflow.python.keras.layers.core.Flatten
fobject at ox7f5b7e6dleld>, <tensorflow.python.keras.layers.core.Dense
fobject at @x7f5b7e6cf390>, <tensorflow.python.keras.layers.core.Dense
object at ox7f5b7e6cf400>],

' network nodes': {'flatten_input_ib-6', 'flatten_ib-6', 'dense_ib-12",
‘dense_1_ib-13" },

‘optimizer': <tensorflow.python.keras.optimizer_v2.adam.Adam object at
Px7f5b7e6d3240>,

‘loss': ‘'sparse_categorical_crossentropy’,

-}

Fig. 4. symbol table of model instance
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- - dense_12 (Dense) (None, 10) 7850
tf Variable®] WAz T4 55 I &+
dense_13 (Dense) (None, 10) 110
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TensorFlow W54 2o2 A}43l= 2t 30|t}
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dimension
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‘_name': 'dense_12°,

'_trainable_weights':[
<tf.variable 'dense_12/kernel:@' shape=(784, 10) dtype=float32>
<tf.variable 'dense_12/bias:@' shape=(10,) dtype=float32>

'_non_trainable_weights': [],

Fig. 5. symbol table of hidden layer instances
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Hexvalue:‘0x8e64a9bf Convert to float 5;(0]-01]/(%9’] C i ng;{_%]uol—g’] :lLi 7]’%‘ ] %

A weR gAY dd o ZE A

Oxbfab%489(sw?pped endlaanness) ; - . : i% _7__,—%@_ ‘)F 2} Table 2= Z;:% 7]’%___‘} X,},‘_‘i
1lo[1[1]1][x]a]a]1]o]1]o]1]o]e]1]0]1][1]o]o]1]o]0]1]0]0]o]1 el

1101111111
sign  exponent
-1 127

01010010110010010001110

mantissa
1.01010010110010010001110 (binary)
-1 * 27127 - 127) * 1.3233811855316162

-1 * 1.00000000 *  1.3233811855316162

-1.32338

Float value: -1.3233812

[ Convert to hex

Fig. 10. IEEE 754 single precision decoding
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Fig. 11. input image extraction result
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Table 2. Table of various neural network stealing techniques and what information they can steal

structure learning loss weight model

rate function | & bias input
via preduction APIs (10) A X
oracle practical black-box attacks [(11) A x
high accuracy and fidelity (12] A X
stealing hyperparam.s in ML (13] x X () X X
hardware | I know what you see [(14) X X X X [ )
side- floating-point multiplication (15) x X x X o
channel | CSI NN (16) [ ) X X () X
via timing side-channels (17) © X X X X
sofF(\iva_re leaky DNN (18) o X x x x
ck?;niel cache telepathy (19] [ ) X X X x
our attack [ [ ) [ [ ) [ )

@ indicates that the technique can successfully
x indicates
© indicates

A indicates

steal the corresponding information.

that the technique cannot extract corresponding information.
that the extraction is only successful with simple neural networks.
that the technique does not steal the corresponding information directly, but constructs a

substitute network. The contents of such substitute network are distant from the original victim
network: hence it cannot be regarded as an extraction.
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